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1.0 PHYSICAL SECURITY POLICY -

PRIVATE LIMITED facility.
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This policy applies to;

LIMITED and other Individuals, entities o organizations that have access to SUNRISE GILTS
& SECURITIES PRIVATE LIMITED’ information Systems

* All Information assets involving data, applications, network, security devices, servers and

threats
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1.3 PHYSICAL SECURITY POLICY STATEMENTS

information processing facilities and the information assets,

l 1.3.1 SECURING THE OFFICE PREMISES :

® The main entry to SUNRISE GILTS & SECURITIES PRIVATE LIMITED office must be secured
with appropriate controls like Access Cards / CCTV Camera

movement

1.3.2  SECURING PREMISES FROM THIRD PARTY AND VISITORS

® The date, time of entry and departure and the purpose of visit must be recorded during office

hours or outside office hours in a visitor’s log maintained at reception.

of the office.

® In Visitor’s Register, all visitors shall be made to declare their personal belongings. Example:

Laptops / Tablets / Camera Phones / Storage Devices.

Officer or Technology Committee.

’1.3.3 SECURING INFORMATION STORAGE MEDIA 5
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necessary to warrant loss of confidentia] information

13.5  CLEAR DESK AND CLEAR SCREEN

* Computer terminals when unattended shall be locked out or password protected.

* Controls like Automatic screen lockout or screensaver basswords shall be enabled if left

unattended for more than ten minutes,

* Files and other papers that contain sensitive information shall be protected from

unauthorized access,
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l 1.3.6  EQUIPMENT SECURITY

* Eating, Drinking or smoking shall be restricted in secure areas where information processing

equipment is placed,

* Combustible materials shall not be stored in Secure areas where information processing

equipment is placed.

® Only authorized maintenance personne] must be allowed to service or perform repairs on

equipment.

® The confidentiality and integrity of all Information shall be ensured prior sending any

information processing equipment for repairs or maintenance,

11.3.7 SECURE DISPOSAL OR RE-USE OF EQUIPMENT

10 ENVIRONMENTAL SECURITY POLICY STATEMENTS
Adequate enVironmerkitaI‘ security‘measures must be implemented to reduce exposure to

environmental threats,

‘ 1.4.1 ENSURING SUITABLE ENVIRONMENTAL CONDITIONS

e The air-conditioning and humidity levels must be monitored,

* Smoking is strictly prohibited inside the office area. It may be permitted in the open

designated areas only.
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}1.4.2 SECURING PREMISES FROM FIRE

Regular mock drijjs shall be conducteq to ensure effectiveness of the training and

instructions to be followed.
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